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Decision/action requested

It is proposed that SA3 accept the proposed solution into the TR.
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Rationale

The solution suggested in the following pCR tries to address following issues related to Authentication through relay UE and MITM detection:

1) The key issue “Authentication of eRemote-UE via eRelay UE” have potential key security requirements as follows for 
 
“The authentication between the eRemote-UE and the network shall be robust against MITM attacks;”
The key issue also mentions following about this potential Security requirement scenario.

“to attach to the network via an eRelay UE, an eRemote-UE may have to authenticate to the network and vice versa. Because the eRelay UE sits in between the eRemote-UE and the network, it may have the possibility to perform MITM attacks on the communication between the eRemote-UE and the network.” 
2) SA3 received LS from SA2 asking “As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 needed?” Solution proposes a solution for security associated with UE and Relay UE. The security association (for both control and user plane traffic) is currently specified between an eRemote-UE and the core network only upon a successful authentication of the eRemote-UE to the core network.  Lack of security association between eRemote-UE and Relay UE could introduce the possibility of DoS attacks which could impede public safety crew (police, fire fighter, etc) to send or receive mission critical messages.   We also have a detailed discussion paper S3-XXXX describing the security threats that may arise if we do not have security association between UE and Relay UE. 

3) Key Issue 5.1 also describes the following key security issues associated with malicious UE present between eREmote-UE and core network. It states

“If an eRemote UE with subscription connecting to network indirectly is not authenticated, the illegal eRemote UE may misuse or abuse the network resource by indirect accessing network, and causing attacks to the operator network."
Solution proposed establishes a security association (SA), with encryption and integrity, between the eRemote-UE and Real Relay UE. It also runs a Fake Relay detection message Request/Response between the eRemote-UE and Real Relay UE over the established SA.
4
Detailed proposal
***************Start of Changes****************

6.x.
Solution #x: eRemote-UE Authentication with MITM detection
6.x.1
Introduction  

The proposed solution tries to solve security threats described in Key issue 5.1 and key issue section 5.2 “Authentication of eRemote-UE via eRelay UE.” Currently, there is no security specified between eRemote-UE and layer 2 Relay UE over the PC5 interface.  Lack of security association between eRemote-UE and Relay UE could introduce the possibility of DoS attacks which could prevent public safety personnel and law enforcement to send or receive mission critical messages.   The attacks are performed by a malicious eRelay-UE which is successfully placed itself between the eRemote-UE a legitimate eRelay-UE.  In this case, the malicious eRemote-UE acts as a man-in-the middle attacker, presenting itself to eRemote-UE as a real eRelay-UE, and impersonating the eRemote-UE to the real eRelay-UE.  In successfully doing so, the malicious eRelay-UE will be able to place itself in the path of data traffic (user and control plane) between the eRemote-UE and eNB. 

In this proposed solution, eRemote-UE or the eRelay-UE can detect the presence of fake Relay UE using a two phased process is used. In the first phase, after successful the initial attach by eRemote-UE with the core network, a security context (Kr’) is generated for secure communication (with confidentiality and integrity) between the eRemote-UE and eRelay-UE. The second phase involves a man in the middle attack detection mechanism. The second phase is achieved by using running a Fake Relay detection message Request/Response between the eRemote-UE and Real Relay UE over the established SA.

6.x.2
Solution details  

Editor’s Note: Mobility scenarios are FFS.
6.X.2.1
Authorization and Authentication of an eRemote-UE to Core Network and security context establishment between eRemote-UE and eRelay-UE
The following Figure shows high-level steps for Security Context Key Kr’ generation between eRemote-UE and eRelay UE:
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Figure 6.X.2.1-1: Kr’ security context between eRemote-UE and eRelay-UE.
a. The eRelay-UE follows the currently defined attach procedure in clause 5.3.2.1 of TS 23.401 [2], normal authentication and authorization process happens during attach procedure. In the Attach Request message, the eRelay-UE indicates its layer 2 relay capability as part of UE Network Capability, MME stores the capability indication. eNB(not shown) selects the eRelay –MME and forwards the attach request to MME. From the downloaded subscriber profile, MME will be provided by HSS the layer 2 relay authorization information and checks if the eRelay-UE is authorized to be a layer 2 relay, and further, sends the authorization to eNB as following:



-
If the UE is enabled for layer 2 relay and also authorized to be a layer 2 relay based on the subscription data, the MME shall include an indication of layer 2 relay authorized in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].




-
Otherwise, MME shall not include an indication of layer 2 relay authorized in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].


b.  KASME and NAS SMC is completed between MME and eRemote-UE. 


c.  MME generates Kr’ using NAS UPLINK count of eRemote-UE similar to KeNB generation. Similarly, eRemote-UE generates the Kr’. 


d.  MME sends the Kr’ generated to eRelay-UE encrypted using eRelay-UE’s NAS key here called as KNAS_Relay_UE. Both eRemote-UE and eRelay-UE share the Kr’ and forms a secure channel between them.
6.X.2.2
Man in the middle attack detection mechanism
Following pre-conditions are assumed:

1. MITM detection message can be sent right after Initial Attach or ReAuthentication 
2. MITM detection message exchange can be bootstrapped by either eRemote-UE or eRelay-UE. Following diagrams only show the message exchange started by eRemote-UE.
The following Figure 3 shows high-level steps for MITM detection message exchange:
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Figure 6.X.2.2-1: Mutual Verification UE and Target eNB/gNB
1. eRemote-UE and eRelay-UE have already established the security context a described in 6.X.2.1 above. A key Kr’ is shared between eRemote-UE and eRelay-UE which can be used to form a secure connection between Remote and Relay UEs.

2. Request-FakeUEDetection is generated by the remote-UE. This message is encrypted using Kr’.

a. The message includes the GPS location or any other relative location of the eRemote-UE and other parameters that are unique to eRemote-UE/eRelay UE. It also includes a Nonce to prevent a Replay attack. 

Note: The other parameters that eRemote-UE/eRelay-UE may send shall be unique to the entities. Example of this may be radio-level and physical layer measurements such as TA, CFO along with the timestamp Angle of Arrival, Angle of departure, frequency offset of the oscillator, and RF characteristics of the channel (e.g. second order statistics) over the encrypted link for verification.
b. Upon reception of the Request-FakeUEDetection message, eRelayUE calculates the unique property for either eRemote-UE/eRelay-UE with received GPS location. It then compares the calculated unique characteristic with Actual characteristic. 
c. Upon comparing the two values, Relay UE can determine whether the Response-FakeUEDetection is sent by Real eRemote-UE or FakeRelayUE.  A Response-FakeUEDetection is sent back to the eRemote-UE encrypted using Kr’. A nonce is also included in the payload to avoid a replay attack. 

3. Upon receipt of the Response-FakeUEDetection message, the UE eRemote-UE can either stop or continue the connection with the core network through eRelay-UE. 

6.x.3
Evaluation 

Editor’s Note: Evaluation content is FFS.
***************End of Changes****************
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